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(57) Abstract 

A copy-protection method includes mod- 
ifying portions of the subcode (216) on a disc 
(100). The modified subcode is normally disre- 
garded when reading the disc and is not copied 
during typical copying operations. When a user 
wishes to execute a program stored on the disc 
using a computer, the computer determines (502) 
whether the subcode is modified. If the subcode 
contains certain data, the user is permitted (504) 
to execute the program. Otherwise, the user is 
prevented (506) from executing the program. 
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ARRANGEMENT FOR PREVENTING USE OF UNAUTHORIZED 
DUPLICATES OF A DATA STORAGE MEDIUM USING 
SUBCODE AND METHOD THEREFOR 

5 Field of the Invention 

The present invention relates to data 
storage. More particularly, the present invention 
relates to preventing use of unauthorized copies of a 
data storage medium. 

10 

Background of the Invention 

Optical media, such as discs recorded in the 
Compact Disc-Read Only Memory (CD-ROM) format, have 
become a popular data storage medium for storing 

15 computer software. Their large storage capacity allows 
them to store programs that are too large to be stored 
practically on certain other types of removable media, 
such as magnetic media known as floppy disks. For 
example, CD-ROMs are capable of storing video clips and 

20 CD-quality audio clips. 

The proliferation of optical recording 
devices and writable optical media in the consumer 
market has facilitated storage of data on CD-ROMs. 
Decreasing prices of both optical recording devices and 

25 writable optical media have given an increasing number 
of consumers access to this technology. As a result, 
unauthorized duplication of CD-ROMs is a significant 
concern in the software industry. 

Several techniques have been proposed to 

30 prevent unauthorized duplication of optical media. 

Some of these techniques involve using certain codes 
that identify an optical medium as an original. These 
techniques can be defeated using an approach known as 
sequential copying, in which the data on an optical 

35 medium is read sequentially and copied to a writable 
optical medium. Using sequential copying, an optical 
recording device can make a copy of an optical medium 
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that is indistinguishable from the original. In 
addition, many such techniques involve using circuitry 
to detect the codes. Optical recording devices that 
lack this detection circuitry can copy optical media 
5 despite the presence of the codes. 



physically altering the original medium to render areas 
of the medium difficult to read and copy by an optical 
reading device. An optical recording device can, 

10 however, copy the original medium by skipping over 

these areas. Because the original medium is physically 
altered, identifying the altered areas of the original 
medium is relatively easy. Furthermore, physical 
alterations can cause inconsistencies in playback from 

15 different optical reading device manufacturers. To 

prevent these inconsistencies, these techniques often 
use areas known as buffer zones to increase the error 
tolerance of the medium. These buffer zones use part 
of the user space on the medium and thus reduce the 

20 amount of space that can store other information. 



invention is directed to a method for use in preventing 
25 use of unauthorized duplicates of an original data 

storage medium storing user information. The method 
includes providing an original data storage medium 
having a plurality of first segments for storing the 
user information and a plurality of second segments for 
3 0 storing format information that is disregarded during a 
processing mode of a data storage medium reading 
device. Selected data is stored on at least one of the 
second segments. The data storage medium reading 
device reads said at least one of the second segments 
35 and determines whether to allow or prevent use of the 
user information as a function of whether said at least 
one of the second segments contains the selected data. 



Some other copy protection techniques involve 



Summary of the Invention 

According to one embodiment, the present 
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Additional embodiments are directed to apparatuses for 
performing this method and to a method in which a 
computer-executable program is stored on the original 
data storage medium. The other computer-executable 
5 program, when executed, commands the data storage 

medium reading device to read said at least one of the 
second segments, and determines whether to allow or 
prevent use of the user information as a function of 
whether said at least one of the second segments 
10 contains the selected data. 



invention is directed to a data recording apparatus for 
use in preventing use of unauthorized duplicates of a 
data storage medium storing user information. The data 

15 storage apparatus comprises an encoding arrangement, 
coupled to receive a data stream and configured and 
arranged to encode the data stream as a modulated data 
stream. The encoding arrangement is also configured 
and arranged to generate nonstandard format 

20 information. A controller responsive to the encoding 
arrangement generates a control signal at least in part 
as a function of the modified format information and 
the modulated data stream. The control signal controls 
a modulator that modulates a laser beam generated by an 

25 oscillator. 



is directed to a data storage medium that has a 
plurality of first segments storing user information 
and a plurality of second segments storing format 

30 information. During a processing mode of a data 

storage medium reading device, the format information 
is disregarded. At least a portion of the format 
information contains certain data if the data storage 
medium is an original data storage medium. The data 

35 storage medium stores a computer-executable program. 
The computer-executable program, when executed, 
commands the data storage medium reading device to read 



Still another embodiment of the present 



Another embodiment of the present invention 
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at least one of the second segments, and determines 
whether to allow or prevent use of the user information 
as a function of whether said at least one of the 
second segments contains the certain data. 
5 According to another aspect of the present 

invention, an authentication method comprises 
commanding a data storage medium reading device to read 
a portion of a data storage medium. The portion 
contains nonstandard format information if the data 

10 storage medium is an original data storage medium. The 
method also includes determining whether to allow or 
prevent use of user information stored on the data 
storage medium as a function of whether the format 
information is nonstandard. 

15 The above summary of the invention is not 

intended to describe each disclosed embodiment of the 
present invention. This is the purpose of the figures 
and of the detailed description that follows. 

20 Brief Description of the Drawings 

Other aspects and advantages of the present 
invention will become apparent upon reading the 
following detailed description and upon reference to 
the drawings in which: 
25 FIG. 1 is a plan view of an optical data 

storage medium, according to the present invention, 
illustrating logical structures for storing data; 

FIG. 2A is a diagram conceptually 
illustrating an example data format for storing data on 
30 the optical data storage medium of FIG. 1, according to 
the present invention; 

FIG. 2B is a diagram conceptually 
illustrating another example data format for storing 
data on the optical data storage medium of FIG. 1, 
35 according to the present invention; 

FIG. 3 is a block diagram of an optical 
recording device for recording data on the optical data 
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storage medium of FIG. 1, according to the present 
invention; 

FIG. 4 is a flow chart of a method for 
preventing unauthorized duplication of an optical data 
5 storage medium, according to the present invention; and 

FIG. 5 is a flow chart of a method for 
authenticating an optical data storage medium, 
according to the present invention, 

10 Detailed Description of the Various Embodiments 

The present invention is believed to be 
applicable to a variety of systems and arrangements 
that prevent the use of unauthorized copies of optical 
storage media. The invention has been found to be 
15 particularly advantageous in application environments 
in which a CD-ROM or other optical medium stores user 
information, such as a computer-executable program for 
use by a personal computer (PC) or other computer 
arrangement. An appreciation of various aspects of the 

2 0 invention is best gained through a discussion of 

various application examples operating in such an 
environment. While the examples are discussed in the 
context of the CD-ROM format, it should be understood 
that the techniques described can be adapted readily to 
25 a variety of optical storage formats. Examples of such 
formats include, but are not limited to, the Digital 
Video Disc - Read Only Memory (DVD-ROM) , CD-Erasable 
(CD-E) , and CD-Recordable (CD-R) formats. 

FIG. l illustrates a CD-ROM 100 that includes 

3 0 a reflective substrate on which information is stored 

as pits in the substrate and lands between the pits. 
The pattern of pits and lands represents the 
information stored on the CD-ROM 100. Any of a variety 
of techniques, including, for example, conventional 
35 photoresist techniques, can be used to create the pits. 
The CD-ROM 100 includes a center aperture 102 to 
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facilitate placement of the CD-ROM 100 in an optical 
reading device, such as a CD-ROM drive. 

The CD-ROM 100 physically consists of a 



single spiral track from the inner perimeter of the CD- 
5 ROM 100 to an outer perimeter of the CD-ROM 100. While 
the spiral track is typically considered a single 
logical segment, the spiral track can be further 
divided into a plurality of logical segments 104, which 
are exaggerated on FIG. 1 for illustration purposes. 
10 The logical segments 104 are further divided into 

sectors 106, The sectors 106 are also exaggerated on 
FIG. 1 for illustration purposes. 



formats, according to the CD-ROM standard. FIG. 2A 

15 illustrates a sector format known as Mode 1. A Mode 1 
sector includes twelve bytes comprising a 
synchronization section 202. A header section 204 
consists of four bytes. The header section 2 04 is 
followed by a user data section 206 that stores user 

20 information, such as program data, image data, or audio 
data. The user data section 2 06 is 2048 bytes long in 
a Mode l sector. A four-byte error detection code 
(EDC) 2 08 and an eight-byte reserved section 210 follow 
the user data section 206. The reserved section 210 is 

25 typically blank. A 276-byte error correction code 212 
follows the reserved section 210 and provides enhanced 
error correction. An error detection/error correction 
(ED/ EC) section 214 follows the error correction code 
212 and provides basic error detection and correction 

30 functions. Those skilled in the art will appreciate 
that the above-described sections are typically 
physically interleaved to improve error tolerance. In 
the CD-ROM format, each 2 3 52 -byte sector is divided 
into ninety-eight interleaved 24-byte frames. Each 

35 frame is followed by one byte of subcode. The subcode 
bytes, when combined, comprise a 98-byte subcode 
section 216 that contains formatting information. In 



FIGS. 2 A and 2B illustrate two example sector 
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the audio CD format , the formatting information 
includes time index and audio track, e.g., song 
information. 



In the CD-ROM format, an optical reading 



5 device addresses sectors of the CD-ROM using an index 
known as absolute time or ATIME. Absolute time 
identifies time indexes from the beginning of the disc, 
using an internal clock of the optical reading device. 
Because optical reading devices compliant with the CD- 
10 ROM standard use absolute time to address sectors of 
the CD-ROM, the formatting information stored in the 
subcode section 216 is not used during normal read 
operations of the optical reading device or CD-ROM 
drive. 

15 FIG. 2B illustrates a CD-ROM sector format 

known as Mode 2. The Mode 2 format is similar to the 
Mode 1 format. In the Mode 2 format, however, the EDC 
section 208, the reserved section 210, and the ECC 
section 212 are absent. The space conserved by 

20 omitting these sections stores additional user data. 
Accordingly, the user data section 206 is 2336 bytes 
long in the Mode 2 format. 



as software, on an unauthorized copy of an original CD- 
25 ROM, according to the present invention, a manufacturer 
alters at least some of the subcode areas on the CD- 
ROM. Because the subcode areas do not store user 
information and are not normally read by the CD-ROM 
drive, the alterations to the subcode areas do not 
30 affect program data or other user information. A 

purchaser of an original CD-ROM can thus use software 
stored on the CD-ROM normally. Because CD-ROM drives 
do not normally read the subcode areas, however, the 
altered subcode is not copied during normal copying 
35 operations. Copies of an original CD-ROM made by 
typical optical recording devices therefore do not 
contain the modified subcode. 



To prevent the use of user information, such 
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The CD-ROM stores an authentication program 



that, when executed, commands the CD-ROM drive to read 
the subcode areas. The authentication program allows 
use of the user information stored on the CD-ROM only 
5 if the subcode areas are properly altered, indicating 
that the CD-ROM is an original. Authenticating the CD- 
ROM as an original using an authentication program 
allows any CD-ROM drive to authenticate the CD-ROM, 
regardless of whether the CD-ROM drive has detection 
10 circuitry configured to detect the modified subcode. 



the user data and are not normally read by a CD-ROM 
drive, detecting the copy protection is difficult. A 
user can copy the original CD-ROM easily, but cannot 
15 execute a program stored on a copy of the CD-ROM. No 
record of the subcode alterations exists, rendering 
detection of the alteration difficult, unless an end 
user inspects a large number of data blocks, e.g., over 
300,000, by analyzing certain CD-ROM information that 

2 0 is not normally provided to the end user. Furthermore, 

the particular subcode areas that are altered can be 
randomly varied between individual CD-ROMs. In this 
manner, a CD-ROM manufacturer can discourage even 
facilities that have equipment that are capable of 
25 producing usable copies of originals protected 

according to the present invention from producing 
unauthorized copies of multiple CD-ROMs. Even if such 
a facility can defeat the copy protection for a 
particular CD-ROM, defeating the copy-protection for 

3 0 another CD-ROM involves thorough analysis of the CD- 

ROM. 



recording device, according to the present invention, 
used in producing a copy-protected CD-ROM. A digital 
35 data stream 300, such as program information for a 
computer application, is provided to an encoder 302. 
For example, one type of encoder commonly used in 



Because the subcode alterations do not alter 



FIG. 3 is a block diagram of an optical 
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recording data on CD-ROMs is known as an 8-to-14 
modulation (EFM) encoder. Encoders of this type encode 
data streams having eight-bit bytes , which are commonly 
used to store data on magnetic media, to a data stream 
5 having fourteen-bit bytes. Optical storage media 

typically use fourteen-bit bytes to allow encoding of 
two consecutive ones using pits and lands. During read 
operations of a CD-ROM drive, an interface card 
converts the fourteen-bit code back to the eight-bit 

10 code used by the computer. 

A subcode generator 304 provides subcode to a 
computer arrangement 306, including, for example, a 
CPU. The computer arrangement 306 is implemented 
using, for example, a conventional personal computer 

15 (PC) or a group of computers. The subcode generator 
3 04 can be implemented using a distinct component, as 
illustrated, or integrated as part of the computer 
arrangement 306. For example, the subcode generator 
304 and the encoder 302 can be implemented using a 

20 single card installed on a computer. The subcode is 
generated in a form inconsistent with typical formats, 
e.gr. f containing unexpected data. The computer 
arrangement 306 interleaves the modified subcode and 
the encoded data stream and generates a recording 

25 signal. 

A modulator controller 308 receives the 
recording signal and generates a control signal used 
for controlling a modulator 310. The modulator 310 
modulates the intensity of a continuous-intensity laser 

30 beam generated by an oscillator 312. Accordingly, the 
modulator 310 produces a laser beam having a modulation 
that varies as a function of the recording signal. An 
objective lens 314 focuses the modulated laser beam on 
a location of a CD-ROM or a master used for producing 

35 CD-ROMs. 

FIG. 4 is a flow chart illustrating an 
example method for preventing use of unauthorized 
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copies of an original CD-ROM, according to the present 
invention. As depicted at a block 400, an encoder 
reads source data, such as software code. The encoder 
provides the source data and other encoded information 
5 to a computer arrangement. The computer arrangement 
generates subcode, as depicted at a block 402. At 
least part of the subcode is nonstandard. The source 
data and subcode are interleaved and written to a CD- 
ROM, as respectively depicted at blocks 403 and 404 • 

10 At a block 406, an authentication program is 

stored. The authentication program allows use of user 
information, such as software, stored on the CD-ROM 
only if the modified subcode areas are present on the 
CD-ROM. Absence of the modified subcode areas 

15 indicates that the CD-ROM is an unauthorized copy. 

Accordingly, the authentication program prevents use of 
the user information stored on the CD-ROM if the 
modified subcode areas are absent. ' Alternatively, the 
authentication program can be incorporated into another 

20 application program stored on the CD-ROM. The 

authentication program can also be interleaved with the 
source data and subcode instead of being written to the 
CD-ROM in a separate process. 



25 example of the operation of the authentication program. 
At a block 500, the authentication program commands the 
CD-ROM drive to read the subcode areas of the CD-ROM. 
The authentication program then determines whether the 
subcode areas are properly altered, as depicted at a 

30 block 502. If the subcode areas are altered properly, 
the authentication program permits use of user 
information stored on the CD-ROM, as depicted at a 
block 504. On the other hand, if the subcode areas are 
not properly altered, the authentication program 

35 prevents the user from using the user information, as 
depicted at a block 506. Because it is difficult to 
determine why the copy of the CD-ROM does not work or 



FIG. 5 is a flow chart illustrating an 
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the portions of the CD-ROM that were not copied, 
circumventing this copy protection scheme is difficult. 
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What is claimed is: 

1. For use in preventing use of unauthorized 
5 duplicates of an original data storage medium (100) 
storing user information, a copy -protect ion method 
comprising: 

providing an original data storage medium 
having a plurality of first segments (206) for storing 
10 the user information and a plurality of second segments 
(216) for storing format information that is 
disregarded during a processing mode of a data storage 
medium reading device; 

storing (404) selected data on at least one 
15 of the second segments; 

commanding (500) the data storage medium 
reading device to read said at least one of the second 
segments ; and 

determining (502) whether to allow (504) or 
20 prevent (506) use of the user information as a function 
of whether said at least one of the second segments 
contains the selected data. 



2. The method of claim 1, further comprising 

storing the user information and the format information 

25 in one of the following formats: CD-ROM, DVD-ROM , CD-E, 
and CD-R. 



3. The method of claim 1, wherein the second 
segments contain subcode. 

4. The method of claim 1, further comprising 
30 creating a master for providing the original data 

storage medium. 
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5. The method of claim 1, further comprising 
randomly selecting said at least one of the second 
segments for storing the selected data. 

6. For use in preventing use of unauthorized 
duplicates of a data storage medium (100) storing user 
information, a data storage apparatus comprising: 

an encoding arrangement (302) coupled to receive a 
data stream (300) and configured and arranged to: 

encode the data stream as a modulated data 
stream, and 

generate nonstandard format information; 
an oscillator (312) configured and arranged to 
generate a laser beam; 

a modulator (310) responsive to a control signal 
and configured and arranged to modulate the laser beam; 
and 

a controller (308) responsive to the encoding 
arrangement and configured and arranged to generate the 
control signal at least in part as a function of the 
nonstandard format information and the modulated data 
stream . 

7. The apparatus of claim 6, wherein the format 
information comprises subcode . 

25 8. The apparatus of claim 6 f wherein the 

encoding arrangement is further configured and arranged 
to generate a second data stream as a function of the 
received data stream and the nonstandard format 
information. 

30 9. The apparatus of claim 6, wherein a 

microprocessor (306) is further configured and arranged 
to command the modulator to modulate the laser beam for 
storing an authentication program (406) on the data 
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storage medium, and wherein the authentication program 
is configured and arranged to, when executed, 

command (500) a data storage medium reading device 
to read a portion of the data storage medium, and 
5 determine (502) whether to allow (504) or prevent 

(506) use of the user information as a function of 
whether the format information is modified. 



10. The apparatus of claim 6, further comprising 
a lens (314), configured and arranged to focus the 
10 laser beam on a portion of the data storage medium. 



11. For use in preventing use of unauthorized 
duplicates of an original data storage medium (100) 
storing user information, an authentication method 
comprising: 

15 commanding (500) a data storage medium reading 

device to read a portion of the data storage medium, 
the portion containing nonstandard format information 
(216) if the data storage medium is the original data 
storage medium; and 

20 determining (502) whether to allow (504) or 

prevent (506) use of the user information as a function 
of whether the format information is nonstandard. 

12. The method of claim 11, wherein the format 
information comprises subcode. 

25 13. An optical data storage disc (100), 

comprising: 

a plurality of first segments (206) for storing 
user information; 

a plurality of second segments (216) for storing 
30 format information that is disregarded during a 

processing mode of an optical data storage disc reading 
device, at least a portion of the format information 
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containing certain data if the data storage disc is an 
original data storage disc; and 

a computer-executable program (406) , configured 
and arranged to, when executed , 
5 command (500) the data storage disc reading 

device to read at least one of the second segments f and 

determine (502) whether to allow (504) or 
prevent (506) use of the user information as a function 
of whether the format information contains the certain 
10 data. 

14 . The disc of claim 13 , wherein the format 
information comprises subcode, and wherein the 
computer-executable program comprises a portion of the 
user information. 
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